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REN-TEL COMMUNICATIONS, INC.
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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(¢), REN-TEL COMMUNICATIONS, INC.
hereby submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

tpiney for
N-TEL COMMUNICATIONS, INC.

Enclosures
ce: Danny Michael
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Annual 47 C.E.R. § 64.2009(e)} CPNI Certificafion

EB Bocket 06-36

I, Danny Michael, President of REN-TEL COMMUNICATIONS, INC., certify that 1 am
an officer of the company named above, and acting as an agent of the company, that
have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission’s CPNI rules. See 47 C.F.R §
64.2001 ef seq.

Attached to this certification as Exhibit “A” is an accompanying staterment explaining
how REN-TEL COMMUNICATIONS, INC.’s procedures ensure that the company is in
compliance with the requirements set forth in Section 64.2001 et seq. of the '
Commission’s rules.

/ ot e
NaméHFanny Michael

Title: President

FCC Annual Filing
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Annuai 47 C.E.R, § 64.2009(e) CPNI Certification

EB Docket 06-36

REN-TEL COMMUNICATIONS, INC. has not taken any actions (proceedings
instituted or petitions filed by a company at either state commissions, the court system, or
at the Comumission against data brokers) against data brokers in the past year. Companies
must repott on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI, and what steps companies are taking to protect CPNI.

REN-TEL COMMUNICATIONS, INC. has not received any customer
complaints in the past year concerning the unauthorized release of CPNI (number of
customer complaints a company has received related to unauthorized access to CPNI, or
unauthorized disciosure of CPNI, broken down by category or complaint, e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information, or instances of improper access to online
information by individuals not authorized to view the information).

™ ///fw’,w»’””“”””“_‘““m\\}
o .
Signed /< q M//

Danny Michael, President

FCC Annual Filing



REN-TEL COMMUNICATIONS, INC,
11121 Highway 70
Suite 202
Arlington, Tennessee 38002

Compffance Requirements

REN-TEL COMMUNICATIONS, INC. ("Company”) mainiains the following operating procedures to ensure
compliance with the requirements set forth in Section 64 2001 et seq. of the Commission's rules.

Section 64,2005 Use of sustomer proprietary nefwork information withoui coasiomer
approval.

(=) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or magketing servive offerings among the categordes of service (Le, local, interexchunge, and
CMRS) to which the customer already subscribes fom the same carrier, without costomer approval,

(1} I 2 felecommmunications carrer provides different categories of service, and a customer
subseribes fo more then one category of service offered by the carrier, the carrfer i permitied to shere
CPNI among the carrier’s affilisted entities that provide a service offezing to the customer.

23 If 2 selocommunications cardder provides different categories of service, but a customter does
not subscribe fo more than one offering by the catrier, the carrier is ot permitied to share CPNT with it
affitiates, except as provided in §64.2007(b).

(b} A felecommunications carrier may not use, disclose, or permit acvess to CPNY to market to a
‘customer service offerings that ave within a category of service to which the subscriber does not slready
subsoribe fiom that corzler, wnless that carrier has customner approval to do so, except as described in
pavagraph(c) of this section,

{1) A wireless provider may use, disclose, or permit acoess to CPNL derived from its provision of
CMRS, withoui customer approval, for the provision of CPE and information service(s). A wireline carrier
may uge, disclose or permit access to CPNL derived from its provision of Jocal exchanpe service.or
interexchangs service, withont cusfomer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and vetrieval services, fax store and forward, snd protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or
track customers that call competing service providers. For exampie, a local exchange carrier may ot use
local service CPNT 1o track all custorners that call local service competzters

(c) A telecommunications carrler may uvse, disclose, or permit aceess to TP, without customer
approval, as described in this paragraph {¢).

(1) A ielecommunications cartler may use, disclose, or permit access to C}‘NI, without custorner
approval, in its provision of msuie wiring instailaston, mamtenancc and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.



(3) LECs, CMRS providers, and intercommected VoIP providers may use CPNJ, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
digling, computer-provided directory assistance, call moxnitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, cail waiting, caller 113, call forwarding, and certain Centrex features.

{dy A telecommunications carrier may use, disclose, or penmit aceess to CPNI to protect the rights
or property of the cartier, or fo protect users of those services and other carriers from fraudulent, abusive, or

untawful use of, or subscription to, such services.

The Company has adopted specific CPNI policies to ensure that, in the absence of customer gpproval,
CPNI is only used by the Company fe provide or market service offerfugs among fhe calegories of
service (Le., local, Inferexchange, und CMRS) to which the customer already subscribes. The
Company's CPNK policies prohibit the sharing of CPNI with afftlinced comparndes, except ay permitted
under Rule 64,2005(a)(1) or with customer approval purswant ¢ Rule 64.2007(b). The only exceptions
to these policies are as permitied under 47 U.S.C. § 222(8) and Rule 64.2005.

Section 64,2007 Approval required for use of customer proprietary network information.

{a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A ielecorsmunications carrier relying on oral approvai shall bear the burden of demonsirating
that such approval has been given in compliance with the Commission’s rules in ¢his part.

(2} Approval or disapproval 1o use, disclose, or permit access to a customer’s CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limils such approval or
disapproval.

{3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronie, for at least one year,

Ine all circumstances where customer approval is required Lo use, disclose or permit access fo CPNI, the
Company’s CPNI policles requdre that the Company obtain customer approval through wrilten, orul or
electronic methods In complinnee with Rule 64.2007. A custower's gpproval or disapproval remains in
effect unil the customer revokes or limits the approval or disapproval, The Company malwtains records
of customer upproval (whether written, oral or electronic) for a wminkmnm of one year.

(b) Use of Opt-Cut and Opt-In Approved Processes. A telecommunications carrier may, subject
to opt-out approval or opt+in approval, use ils customer’s individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A felecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A felecommmunications carrier may also permnit such person or entities to
obtain access to such CPNI for such purposes. Bxoept for use and disclosure of CPNI that is permitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of the Comraunications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer’s individually identifiable CPINI subject to opt-in
approval.

The Company does not use CPNI for any purpose (incinding marketing communications-releted
services) and doey not disclose or grant access to CPNI to any party (including to agents or affilicies that
provide communications-refated services), except as permitted under 47 US.C. § 222(d) and Rule
64.2005.



Section 64.2008 Notice required for use of customer proprietary network information,

{a)  Nertfleation, Generally. (1) Prior o any solicitation for customer approval, a
telecommunications carrer must provide notification to the customner of the customer's right to restrict we
of, disclose of, and access to that customer’s CPNIL

(&) A telecoramunications carrier must maintain records of notification, whether oral, written or

BlEctranic, Tor ai 16ast one Vear,

(b)Y Individual notice to customers must be provided when soliciting approval 1o use, disclose, or
permit access to customers” CPNI,

{c) Content of Notice. Custower notification must provide sufficient information to enable the
customer to make an informed decision as to whether {0 penmit a catrier to use, disclose, or permit access
to, the customer’s CPNL

{1} The notification must state that the castomer has & right, and the casrier has a daty, under
federal law, to protect the confidentiality of CPNL

{2y The notification must specify the types of information that constitute CPNT and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or ber right to disapprove those uses, and deny or withdraw access to CPNY at any time.

(3) The notification must advise the custormer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly siate that a denjal of approval will not affect the
provision of any services 0 which the custorper subscribes, However, carriers may provide a briel
statement, in & clear and neutral lenguage, describing consequences directly resulting from the lack of
access to CPNL . :

(4) The notification must be comprehensible and must not be misleading.

(5) I written notification is provided, the notice must be clearly legible, use sufficiently large
fype, and be placed in an area so us to be readily apparent to a customer.

{6y If any portion of a notification is franslated into another language, then all portions of the
notification must be translated into that language.

{7} A carrier may state in the notification that the customer's approval o use CPNI may enlance
the carrier’s ability to offer products and services tailored to the custopeer’s needs. A carrler also may state
in the notification that it may be compelled to disclose CPNI to any person upon affinmative written request
by the customer.

(8) A carrier may not include in the notification any statement atiempting to encourage a customer
to freeze third-party aceess to CPNL

{9 The notification must state that any approval, or dental of approval for the use of CPNI
outside of the servioe to which the customer already subseribes from that carrier is valid until the customer
affirmatively revokes or limits such approval o denial.

{10) A telecommunications carrier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company's CPNI policies require that customers be notified of their rights, and the Company's
obligatipns, with respect tov CPNI privr t¢ any solicitation for customer approval. All required customer
notices (whether written, oral or electronic) comply with the requirements of Rule 64.2008, The



Compury matntaing records of all required customer notices (whether written, oral or electronic) for a
mininam of one year. :

{d) Notice Requirements Specific to Opt-Cht, A telecommunications carrier must provide
notification to obfain opt-out approval through electronic or written methods, but not by oral
comniunication {except as provided in paragraph () of this section). The contents of any such notification
st comply with the requirements of patagraph (¢) of this section.

(1) Carriers must wait 2 30-day minimum pexiod of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNIL A
carrier may, in Ifs discretion, provide for a longer period. Carriers must notify customers ag to the
applicable waiting period for a response before approval is assumed.

(i} In the case of an electronic form of notification, the waiting period shall bepin to run from the
date on which the notification wag sent; and

(i) In the case of potlfieation by mail, the waiting period shall begin to vun on the third day
following the date that the notification was mailed.

{2) Carrlers using the opt-out mechanism must provide notices to their costomers every two
years. ‘

(3) Telecommunications carriers that use ¢-mail to provide opt-out notices rust comply with the
following requirements in addition 1o the requirements generally applicable to notification:

() Carriers must obtain express, verifiable, prior approval from consumers to send notices via e-
mail regarding their service in general, or CPNI in pasiienlar;

{if) Cariers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt-ont;

(iil} Opt-out e-mail aotices that are retumed to the carrier as undeliverable must be sent to the
~custormer it another form before carrisrs may consider the customer to have received notice;

{iv) Carriers that use e-tnail fo send CPINI notices must ensure that the subject Hne of the message
glearty and acourately identiffes the subject matter of the e-mail; and

(v} Telecommunications carriers must make available to every customer a method to opt-out thai
is of no additional cost to the customer and that is available 24 hours & day, seven days a week, Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and ars able to effectnate that choice whenever they choose.

The Company dees not currepuly solicit "opt out” customer approval for the use ov divclosure gf CPNI
The Company does not use CPNI for any purpese (including marketing commnusications-related
services) and does not disclose or grant aceess to CPNI to any party (inclwding 10 agenis or affillates that
provide communications-related services), excepi as permitted under 47 US.C. § 222(d) and Rule
64.2005.

{e) Notice Reguirements Specific to Opt-In. A telecommunications carrier may provide
notification to obtain opi-in approval through oral, written, or eleciwonic methods. The contents of any such
notification must comply with the requirements of paragraph (¢) of this section,

The Company does not currently solicit “opt in" customer approval for the use or disclosure of CPNL
The Company does not wse, disclose or grant access fo CPNX for any purpose, to any party or in any
naniaer that woeld require a custonter’s "opt in"' approval under the Commnission’s CPNT Rules.



{f) Notice Reguirements Specific to One-Time Use of CPNI. (1) Carriers may use oral notice o
obtain limited, one-time wse of CPNI for inbound and outbound customer telephone contacts for the

duration-of the call, regardiess of whether carrlers use opt-out or optin approval based on the nature of the
contact.

{2y The contents of any such notification must comply with the requirements of paragraph (¢} of
this section, except that teleconununications carriers may pindt any of the following notice provisions if not

relevapt to the limited use for which the carrier seeks CPNI;

(i} Carriers need not advise customeys that if they have opted-out previously, no action is needed
to maintain the opi-out elestion;

(ily Carriers need not advise customers that they may share CPNI with thelr affiliates or third
parties and reed not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(i) Carriers necd not disclose the mems by which 2 customer can deny or withdraw foture access
te CPNI, so long as carriers explain o customers that the seope of the approval the carrier seeks is limited
to one-time use; and

{iv) Carriers may omit discloswe of the precise steps a customer must take in order to grant or

denty access o CPNT, as long as the carrier clearly comumunicates that the customer can deny access to his
CPNI for the call.

I instances where the Company seeks one-time customer approval for the wse or disclosure of CPNI,

the Company obtains such approval in accordance with the disclosures, methods and reguirerments
contalned in Ruale 2008(.

Seetion 64.2009 Safeguards requived for use of customer proprietary network information.

a) Telecommunications carriers must implement 2 systemn by which the statig of a customer’s
P Y Y

AZPNI approval can be clearly established prior to the use of CPNL

The Company’s billing systems allows authorized company personnel to easily determine the status of a
customer’s CPNY approval on the customer gecoun!t screen prior to the use or disclosure of CPNL

{b) Telecornmunications carriers must train thelr persounel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has established CPNI complinnce pollcies fhat include employee tralning on restrictions
on the use and disclosure of CENI and required safeguards to protect against unanthorized use or
disclosure of CPNI, Employees have signed that they nnderstand the CPNI policles and o vielation of
those policies will result in disciplinary aciion.

(¢) Al carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates’ sales and marketing cammpaigns that use their customers’ CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third partiss, of where third parties were
allowed access to CPNE The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part of the campaign. Carriers
shall retain the record for & minimum of one year.

The Company’s CPNI policies reqidire that all soles and marketing campaigns fncluding those utiliging
CPNY be recorded and kept on file for at least one year. Records are also maintained for disclosure or
wccess to CPNI by third parties. The records include the required information listed in Ride 64.2009(c)h



(dy Telecommunications carriers must establish a supervisory review process regarding carrfer
compiiance with the rules in this subpart for oui-bound marketing situations and maintaia records of carrier
compliance for a minimum pericd of one year. Specifically, sales personnel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Company’s CPNI pollcies require employees Yo obtain appreval from ihe Compeny’s CPNI
Compliance Officer for all marketing campaigns, Including those wiitizing CPNI, prior o initigting that

campalgn.  Record of the marketing compalgns, along with the appropriate supervisory approval is
wmintained for at least one year.

(&) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annval basis. The officer must state in the cerlification
that he or she has personal knowledge that the company has esteblished operating procedures that are
adequate t0 ensure compliance with the riles In this subpart. The cander must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. Tn addition, the camler must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNL. This filing must be made annuvally with the Enforcement
Bureau on or before March 1 in BB Dacket No. 06-36, for data pertaining to the previous calendar yesr.

The required officer certification, actions taken against date brokers and swmnity of coastomer
cormpleint documents are included with this accompanying staterment,  The Company will file these
dociments on an apvral basis on or before March 1 for data perivining to the previous calendar yenr.

(©) Carriers must provide written notice within five business days to the Comnission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers® inability to
opt-out is more than an anomaly.

(1) The notice shall be in the form of a leiter, and shall include the cancier’s name, a description of
the opt-out mechanism(s) used, the problems(s) experienced, the remedy propesed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact informatiorn.

(%) Such notice must be submitted even if the carrier offers other methods by which consumers
may opt-out,

The Company does not currently solicit “opt out” customer approval for the use or disclosure of CPNI
Seetion 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CFNI. Telecorsmunications carriers must take reasonable measures to discover
and protect against attempts to gain unanthorized access to CPNI  Telecomumunications carriers must
properly authenticate a customer prior fo disclosing CPNI based on customer-initiated telephone contact,
onling accownt aceess, or an in-sfore visit.

The Company’s CPNI policies and employee training include reasonable measures to discover and
protect against wetivity that s indicarlve of pretexting and employees wre instrucied lo nolify the CPNT
Compliance Officer if any such activity is suspected.

(v) Telephone access to CPNL Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e} of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of recerd, or, by calling the customer at the telephone number of
record. Ifthe customer is able to provide call detail information to the telecommunications carrier dwing a



costomer-initiated call without the telecommunications carrier’s assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer,

The Company’s CPNI policies ensure that a crstomer is only able to aecess call defall Information over
the telephone in one of the ways lsted in Rale 64.2000(b), If the customer cannot remember their
password, they ure prompted 1o answer @ security question. Nelther the password por the securiy
question are baved on readily available biographical information or account informatlon.  Customer

service representatives are instracted {o authenticate customers over the telephone in «ll instances except

in the case where the customer provides the call detail Informuation withour the assistance of the
Compary. '

(¢} Online access to CPNI. A telecommmunications catrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI refated to a telscommuonications service account, Once authenticated, the
customer may only obtain onling access to CPNI related to & telecommunications service account through a
pessword, as described in paragraph (e} of this section, that is not prompted by the carrler asking for readily
available blographical information, or account information.

The Company’s eustormers do notl currently have access to thelr account onllne.

(d) In-Store access to CPNI. A telecommunications carvier may disclose CPNI to a customer
who, at a carrier’s retail location, first presents to the telecorymunications carrler or its agent a valld photo
ID matching the customer’s account information,

There are no retail locations.

(¢) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. To establish a password, 3 telecommmnications carrier mnst authenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may create 2 back-up customer authentication method in the event of a lost or forgotiten password, but such
back-up customer authentication method may not prompt the cusicmer for readily available biographical
sinformation, or account information. I a customer camot provide the correct password or the correct

response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company’s CPNI policies allow for a few waps fo establish a password, ol of which ensure
compliance with the gbove paragraph. Euch method also allows the customer o establish a buck-up or
security question in the event that theyp forget their pussword. In #no event does the Company use readily
available blographical fnformation or account informarion as ¢ back-up. question or as & means o
establish a password or authenticate the custonter.

(0 Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is ereated or changed. This notification is not
required when the customer initiates service, including the selection of a password at service Initiation.
This notification may be through a catrier-originated voicemail or text message to the twelephone number of
record, or by mail o the address of record, and must not reveal the changed information or be sent to the
new account information,

The Company’s billing system genergies a nofification letter whent any of the fields listed in Rule
GA.2010(0) is created or changed. The Company immedintely mails out the notification to the address of
record (never a new address) wien reguired by Rule 64.2010(%). The comtent of the notification complies
with the requirements of Rele 64201000,



(g) Business Customer Exemption. Telecommunications carriers may bind themselves
confractually o authentication regimes other than those described in this section for services they provide

to their business customer that have both a dedicated account representative and a congract that specifically
addresses the carriers’ protection of CPNI.

The Company dpes not utilize the business customer exception at this time.

Section 64.2011 Notification of customer proprietary wetwork information security
breaches.

{z) A telecommunications carrier shall notify Jaw enforcement of a breach of its customers’” CPNI
as provided in this section. The carrier shall not rotify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, wntil it has completed the process of notifying
law enforcement pursuant to paragraph (b).

{b} As soon as practicable, and in no cvent later than seven (7) business days, afler reasonsble
detersaination of the breach, the telecommunications carrier shall electronically notify the United States
Secrot Service (USSS) and the Federal Burean of Investigation (FBI) through 2 central reporting facility.
The Commission will malotain a link to the reporting facility at hlipy/fwww . foo.gov/eb/coni.

(1) Notwithstanding any state law to the contrary, the carvier shall not notify customers or
disciose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI exceyt as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extracrdinarily urgent need to notify any class of affected
customers sooner than otherwise aflowed under paragraph (1), in order to avold immediate and irreparable
harm, it shall so indicate in its notification aad my preceed to immediately notify its affected customers
only after consuliation with the rejevant investigating agency. The carrier shall cooperate with the relevant
Investigating agency’s request to minimize any adverse effects of such customer notification.

(3) I the relevant investigating agency determines that the public disclosure or notice fo
iweustomers would Impede or comprormise an ongoing or petential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable pecessary in the judgment of the agency. If such
direction {s given, the agency shall notify the camrier when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent exiension, and any
nofification that notice will no longer loopede or compromise a criminal investigation or national security

and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(¢} Recordkesping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, nofification made o the USSS and the FBI pursuant to paragraph (b), and
notification made to customers, The record must inchude, if available, dates of discovery and notification, a
detailed description of the TPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retaiy the record for 2 minimum of 2 years.

The Company has policies und procedures in place lo ensure compliance with Rule 64,2011, When it is
reasonably determined that « breach has ocewrred, the CPNI Compliance Officer will notify law
enforcement and iy cusiomer in the required Hineframes. A record of the breach will be muintained for
a minimum of two years and will incinde all information required by Rule 642011



